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Sanctions are an ever more popular tool used by the United Nations, the United States,
the European Union, the United Kingdom and individual states as a visible sign of
disapproval and as a means of achieving foreign and economic policy goals.
It is not just the number of different sanctions programs that creates challenges. The pace
of change, with amendments to sanctions programs on an almost daily basis, means that
knowledge needs to be constantly refreshed. Of the 30 active sanctions programs listed
by the U.S., 22 were updated in 2018. Whilst President Trump was in power there were
material changes to some of the most high profile sanctions programs including Russia,
Venezuela, North Korea and, of course, Iran. Aside from Sudan, the general trend has also
been to make the sanctions more rigorous. It remain to be seen how the US sanctions
landscape will change under President Biden.
Sanctions, and the enforcement of sanctions, are also increasingly focussed on the
maritime and insurance industries.
This focus on the maritime and insurance industries means that sanctions will inevitably
affect your day-to-day business. The consequences of non-compliance can be severe. It is
essential that you understand the risks and put in place measures to reduce and manage
those risks.
This guide is split into three sections.
Firstly, we have put together an introduction to sanctions and how we suggest you
approach sanctions issues and questions.
Secondly, we have set out some thoughts on due diligence and steps that you should
consider taking to try to prevent any inadvertent breaches of sanctions.
Thirdly, we have included quick reference guides to the sanctions imposed by the EU and
U.S. against the following countries:
•
•
•
•
•
•

Iran
North Korea
Russia
Cuba
Syria
Venezuela

There are also other countries subject to UN, EU, UK and/or U.S. sanctions, and we
suggest you refer to our Sanctions Regimes document for further information.
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An Introduction to Sanctions
In evaluating the risk of sanctions there will be a number of questions for you to ask. These
will include you considering:
(1) Which sanctions (e.g. U.S. and/or EU and/or UK) have jurisdiction over me and my
company?
(2) Will other sanctions apply to my trading partners, banks, insurers or reinsurers?
(3) Who are we trading with? Are there any “party” related sanctions which impact
on the ability to complete the contemplated trade?
(4) What are we trading? Are there any “activity” related sanctions which impact on
the ability to complete the contemplated trade?
(5) Are there any practical issues which may affect the trade?
(6) Will the trade impact on my insurance cover?
These questions are considered in turn below.
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Which sanctions have jurisdiction over me and my company?
Will other sanctions apply to my trading partners, banks, insurers
or reinsurers?
This guide focuses on the application and scope of the U.S., EU and UK sanctions, but you
should bear in mind that individual states also apply their own sanctions which may well
apply to you.
The EU sanctions generally apply:
•
•
•
•
•

within the territory of the Union, including its airspace;
on board any aircraft or any vessel under the jurisdiction of a Member State;
to any person inside or outside the territory of the Union who is a national of a
Member State;
to any legal person, entity or body, inside or outside the territory of the Union,
which is incorporated or constituted under the law of a Member State;
to any legal person, entity or body in respect of any business done in whole or in
part within the Union.

Even if you do not believe that you will fall within the scope of sanctions imposed by the
EU, the sanctions may still be relevant because they may impact on other parties such as
your brokers or insurers.
If there are express restrictions on the ability to provide insurance in respect of the trade,
then usually that restriction on insurance will apply whether or not you fall within the
jurisdiction of the EU sanctions. Therefore, it is perfectly possible that the trade may not
pose a sanctions risk for you, but if you were to complete that trade, insurance cover for
example would not be available.
The U.S. sanctions generally apply to U.S. persons (“primary sanctions”), which usually
encompass:
•
•
•

U.S. entities organized under U.S. laws and their non-U.S. branches;
Individuals and entities in the United States;
U.S. citizens and permanent resident aliens wherever located or employed.

In addition, there are further U.S. sanctions with extra-territorial effect and which apply to
non-U.S. persons (so called “secondary sanctions”).
To make matters more complicated, on occasion it may be unclear to what extent
sanctions are intended to be “secondary sanctions” or it may be that the particular
sanctions extend the definition of U.S. persons. It is also possible for non-U.S. persons to
be subject to the U.S. jurisdiction if they cause a U.S. person to engage in a prohibited
transaction.
The UK sanctions generally apply to all persons within the territory and territorial sea of
the UK and to all UK persons, wherever they are in the world. This means that:
•

All individuals and legal entities who are within or undertake activities within the
UK’s territory must comply with UK financial sanctions that are in force.
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•

All UK nationals and legal entities established under UK law, including their
branches, must also comply with UK financial sanctions that are in force,
irrespective of where their activities take place.
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Who are we trading with? Are there any “party” related sanctions
which impact on the ability to complete the contemplated trade?
By party related sanctions, we are referring to the sanctions against entities, vessels,
bodies and individuals targeted by sanctions. The list of EU, UK and U.S. sanctions targets
is publicly available and easily searchable. This means that there is little reason not to
check these lists.
In respect of which parties to check, you will obviously wish to check that any charterers
(and owners if you are chartering the vessel) are not targeted by sanctions. It may also be
that another party involved in the trade, whether that be for example the shippers,
receivers, end user, port authorities or agents, may be sanctioned. Therefore, the more
parties that can be checked the better, and indeed the U.S. has advised those operating in
the petroleum trade that it is good practice to complete due diligence not only in respect
of direct counterparties but also into any parties and vessels connected to the trade.
The consolidated list of EU targets can be searched via the Europa website
If the entity appears on the EU list of targets (“designated person”) then their assets are
frozen. This means that, if you fall within the jurisdiction of the EU sanctions, it is an
offence to make funds (or other assets that can be converted into funds) available, directly
or indirectly to or for the benefit of these sanctioned parties. Exclusions to these
prohibitions are extremely limited.
Even if a search of the list reveals no “hits” that may not be the end of the matter. Where
a party is majority owned or controlled by a designated party it may fall within the
prohibitions.
The U.S. list of sanctions targets and Specially Designated Nationals (“SDNs”) can be
accessed here.
The U.S. list provides helpful information on the program (e.g. Iran) under which a
particular entity is sanctioned and also contains additional sanctions information such as
“subject to secondary sanctions” if non-U.S. persons are also prohibited from dealing with
the entity.
Guidance was issued in August 2014 on dealing with entities owned by individuals or
entities designated. Where any entity is owned in the aggregate, directly or indirectly, 50%
or more by one or more blocked persons it is itself considered a blocked person regardless
of whether that entity itself is listed.
The consolidated list of UK designated persons can be searched here
If a person or entity appears on the UK consolidated list of designated persons then they
will be subject to an asset freeze. The consolidated list includes all asset freeze targets
listed under UK autonomous financial sanctions legislation and UN sanctions. It is
generally prohibited to:
•

deal with the frozen funds or economic resources, belonging to or owned, held or
controlled by a designated person;
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•
•

make funds or economic resources available, directly or indirectly, to, or for the
benefit of, a designated person;
engage in actions that, directly or indirectly, circumvent the financial sanctions
prohibitions.

An asset freeze will also apply to entities that are owned or controlled, directly or
indirectly, by a designated person. Those entities may not be designated in their own
right, so their names may not appear when the consolidated list is searched, however,
those entities are similarly be considered designated.
Party related sanctions in the individual country guides are highlighted with this key and
an orange line to the right-hand side.
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What are we trading? Are there any “activity” related sanctions which
impact on the ability to complete the contemplated trade?
Even if you are comfortable that the parties involved are not targeted by sanctions, it may
be that the underlying activity, for example the carriage of a particular cargo, is
sanctionable.
It is possible for none of the parties to be subject to sanctions but for you to commit an
offence or breach sanctions because the activity is sanctionable or vice versa.
You should therefore consider both whether there are any restrictions on the trade and
activity under consideration, as well as the identity of the parties involved.
Activity related sanctions in the individual country guides are highlighted with this key
and a dark blue line to the right-hand side.
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Are there any practical issues which may affect the trade?
One of the issues which frequently arises in the sanctions field is that there is often a
difference between what is legally possible and what is practically possible.
For example, a bank or other party’s compliance policy may go further than the legal
position and include blanket prohibitions on transactions linked to a particular sanctioned
country. It may be that a party trades as if it was a U.S. person and subject to U.S. primary
sanctions even if legally it does not fall within the definition of a U.S. person. Many
companies will simply refuse to complete any business with a U.S. Specially Designated
National whether or not legally they would be prohibited from doing so.
It is often therefore dangerous to assume that simply because a trade is lawful that it can
be performed without difficulty. In particular, the blocking and returning of hire or freight
payments is frequently an issue for parties, where no party is sanctioned but the relevant
bank is unable to process the payment as to do so would violate its internal policies and
procedures. There may also be a debate about the legality of a proposed transaction
where much of the sanctions legislation is broadly but imprecisely drafted.
For insurers there will be occasions where there are practical, as well as legal, limits on the
assistance that may be provided, as set out overleaf.
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Will the trade impact on my insurance cover?
This question does not of course only encompass considering the availability of P&I
insurance. From a P&I perspective, however, there are a number of considerations.
Firstly, we are not able to confirm that cover will definitely remain in place for any
contemplated voyage, not least because the sanctions position may change or further
details of the voyage may emerge.
Secondly, there may be occasions where practical issues mean that whilst P&I Club cover
would remain in place (subject as ever to the Rules), there may be difficulties in actually
obtaining the benefits of Club cover, whether that be the provision of a Club letter of
undertaking, settling a claim or the appointment of a surveyor. If, for example, the lawful
assistance of a third party in a high risk country is required but there are difficulties in
establishing a payment route to make payment to that third party, the services required
may not be capable of being provided. Further, where the provision of security is
requested, the insurer may well wish to be comfortable not only that legally they are able
to provide such security, but that practically they will be able to make a payment to the
beneficiary when the security is triggered.
Rule 38(h) of our P&I Rules provides for a cesser of that vessel’s entry if that vessel is
employed in a carriage, trade or on a voyage which, or the provision of insurance for which,
will thereby in any way howsoever expose the Club to the risk of being or becoming subject
to any sanction, prohibition or adverse action in any form whatsoever by any state or
international organisation. There might be no risk of sanctions against you as the
Member, but the cesser would still apply automatically if the Club was in any way exposed.
In addition, Rule 19(c) provides that there shall be no recovery where the provision of
cover, the payment of any claim or the provision of any benefit in respect of those
liabilities, costs and expenses would expose the Club to the risk of being or becoming
subject to any sanction, prohibition or adverse action in any form whatsoever by any state
or international organisation.
Rule 26 provides that there shall be no claim on the Club if it arises out of or is consequent
upon an entered vessel carrying contraband, blockade running or being employed in an
unlawful trade.
Finally, Rule 43(3) provides that the Club is not liable to a Member for that part of any
claim it cannot recover from Reinsurers (which would include other pool clubs and the
collective and captive reinsurances) by reason of any sanction, prohibition or adverse
action by any state or international organisation or risk thereof.
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One of the questions we get asked most frequently by Members is the extent of the due
diligence that it is prudent to undertake.
Answering that question is not straightforward for several reasons.
The first issue is that the test may be different depending upon which sanctions you are
subject to (e.g. U.S., EU, UK, or individual state sanctions) and precisely what the activity
and offence is that you are concerned about.
A second complication is that much of the sanctions legislation is purposively vague and
open to interpretation. It is sometimes not clear what standard will be applied to a party’s
behaviour, particularly in the current climate where sanctions are being aggressively
enforced by the U.S. in an unprecedented manner.
Thirdly, the reality is that even where there is an inadvertent breach the consequences can
be serious. There have been occasions where parties have indicated that the first they
knew of a potential sanctions issue was when action was taken against them.
Our thoughts set out in this guide should be seen with these complications in mind and
with recognition that the level of appropriate checks to be conducted will very much be
dependent on your particular business.
The importance of completing proper due diligence is reinforced by the fact that if you
don’t properly investigate the trade, regulators and other agencies who are, for example,
monitoring vessel movements may be more aware of the details of the trade than you are.
There are companies specifically tracking vessels in high risk areas and highlighting
potential sanctions breaches to authorities and insurers.
The Office of Financial Sanctions Implementation (“OFSI”) was established in the UK in
2016. In 2020 OFSI created the new Transport Sanctions Team. OFSI has highlighted that
companies must consider the likely exposure of their business to sanctions and take
appropriate steps to mitigate those risks, taking into account the specific nature of their
activities. OFSI has published a blog post called “Am I dealing with a sanctioned entity?”,
which can be read here . It recommends searching the UK’s consolidated list and how to
check the ownership (consider shareholdings and shell companies), and control of a
company. In addition, in July 2020 OFSI published a Maritime Guidance , which was
updated in December 2020 and which highlights known illicit and suspicious shipping
practices, with a particular focus on guidance for North Korean, Iranian, Libyan and Syrian
sanctions. This Maritime Guidance also summaries what is “ownership” and “control” of
an entity such that it will also be considered a sanctioned entity.
The Office of Foreign Assets Control (“OFAC”) in the U.S. also encourages a risk based
approach. OFAC’s advisory to the Maritime Petroleum Shipping Community on 20th
November 2018 on the “Sanctions Risks Related to Shipping Petroleum to Syria”
highlighted risk mitigation measures that can be implemented as did the U.S. “Updated
Guidance on Addressing North Korea’s Illicit Shipping Practices” and the further advisories
on Syria and Iran issued in March 2019 and September 2019.
On 14 May 2020 the US Department of State, OFAC and the U.S. Coast Guard issued
guidance in an Advisory to address the illicit shipping and sanctions evasion practices, with
a focus on Iran, North Korea and Syria. It is a very wide-ranging Advisory dealing with the
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entire maritime industry and should be read carefully. Specific guidance for Ship Owners,
Operators and Charterers is at pages 18-19 and there is also guidance for vessel captains
at page 22. The Advisory sets out that the U.S. expects by way of best practice, for example
in relation to AIS monitoring and knowing your customer (KYC). Therefore, to minimise the
risk of being designated to the U.S. sanctions list or to avoid attracting the attention of the
U.S. authorities the guidance sets out what the U.S. expects of you regarding your due
diligence.
It is also clear that if there is a sanctions breach, it should be anticipated that enforcement
measures will follow. There is also an increased focus on shipping and insurance with both
industries at the forefront of the minds of governments and regulators. Numerous
warnings have been given to the shipping industry. For example, Robert Scott, the U.S.
Acting Deputy Assistant Secretary stated on 17 January 2018 in relation to North Korea
that:
“We are going after the flag countries, asking them to remove the protection that the flags
provide. We’re also going after the ownership, and we’re also going after the insurers. In
short, we want to make an example of these ships to make it very clear that any company
that engages in this type of trade risks losing not only the cargo, but the ship itself”.
As of 14th January 2020, the U.S. lists 388 vessels as being subject to sanctions and
appearing on their Specially Designated Nationals list. Vessel lists are also often attached
to advisories produced by the U.S. and whilst not all of these vessels may be added to the
SDN list, there may still be a commercial and practical impact on those vessels.
OFSI in the UK issued its first monetary penalty on 21st January 2019, of £5,000 against
Raphaels Bank. On 18th February 2020 OFSI announced a £20.47 million penalty against
Standard Chartered Bank for alleged sanctions breaches relating to the Ukraine/Russia
sanctions regime.
Drawing on the advice from regulators and our own experience we suggest that there are
a number of steps that can be taken to reduce the risks of an inadvertent sanctions breach,
including:
(1)
(2)
(3)
(4)
(5)

Implementing a compliance programme and sanctions procedures;
Evaluating counterparty risk;
Evaluating cargo and activity risk;
Seeking advice; and
Ensuring that contracts deal effectively with sanctions risks.

These steps are considered in turn, however it is important to emphasise again that the
steps undertaken must be appropriate for your specific company.
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1) Implementing a compliance programme and procedures
There is an expectation that companies will have in place a robust and detailed sanctions
compliance programme, in writing, and which can be made available for production. There
should also be documented evidence of adherence to that policy.
A sanctions compliance programme should at the very least:
(a) Identify the regimes which are applicable to you (e.g. EU, UN, UK, U.S. primary or
secondary sanctions, state sanctions);
(b) Indicate any countries with which you prohibit trading;
(c) Clarify which senior person in your organisation has ultimate responsibility for
adherence to the sanctions regimes;
(d) Confirm the steps taken to isolate employees subject to specific sanctions which
the company is not (e.g. U.S. citizens who may be subject to U.S. primary
sanctions);
(e) Indicate the level of knowledge expected of your employees and highlight the
training provided;
(f) Highlight how sanctions compliance is monitored and the impact of breaching the
sanctions policy;
(g) Refer to the sanctions procedures that you have implemented. These sanctions
procedures should set out for example:
a. How detailed do the sanctions checks on the parties related to each
voyage need to be?
b. Is the level of investigation to be greater when the trade involves a specific
country?
c. Do you require sanctions clauses to be inserted into every contract? If so,
do you have specific clauses that must be used?
d. What are the consequences of not complying with the sanctions
procedures?
On 2nd May 2019 OFAC published a framework for OFAC Compliance Commitments which
highlighted that compliance programmes should incorporate at least five essential
components, namely (1) management commitment; (2) risk assessment; (3) internal
controls; (4) testing and auditing; and (5) training. OFAC indicate that they will consider
favourably companies who had effective sanctions compliance programmes at the time of
an apparent violation.
OFAC indicate that a critical factor in a successful sanctions compliance programme is
senior management commitment, for example in appointing a dedicated OFAC sanctions
compliance officer and in promoting a culture of compliance throughout the organisation.
The OFAC framework also provides a useful analysis of common root causes for apparent
sanctions violations. These include a lack of a formal sanctions compliance programme,
misinterpreting or failing to understand the applicability of sanctions, improper due
diligence, utilising the U.S. financial system or processing payments to or through U.S.
financial institutions and issues with sanctions screening software.
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2) Evaluating counterparty risk
You can check both the EU, U.S. and UK sanctions lists online (as set out in part 1 of this
guide). As these lists are easily searchable and free of charge it would be very difficult to
justify not, at the very least, checking these lists.
When considering the appropriate level of screening for your business, you should
consider whether to subscribe to software that will screen all the major sanctions lists for
you.
You should also be conscious that the sanctions lists do frequently change and there is a
need to monitor and track changes to the sanctions lists.
Finally, there will be many occasions where it is appropriate to delve deeper into the
ownership and control of trading partners to ensure that party is not deemed to be a
sanctions target even where they are not specifically listed. Parties subject to sanctions
can change their name or hide their ownership in an attempt to circumvent sanctions and
to hide their true identity. As noted above, OFSI’s blog “Am I dealing with a sanctioned
entity?”, provides some guidance here .
OFAC in the U.S. has advised that if you are involved in the maritime petroleum shipping
community you should complete due diligence not only on the companies and individuals
directly involved, but also vessels, vessel owners and operators involved in any contracts,
shipments or related commerce. OFAC advise using IMO numbers to research past trading
patterns of vessels and any links to illicit activities, actors or regimes in order to better
understand the sanctions risks. As noted above, adherence to the guidance in the U.S.
Advisory of 14 May 2020 should be followed to avoid the risk of being designated by the
U.S.. Guidance is given in relation to knowing your customer (KYC) and what is expected
by way of best practice. Also as highlighted above, the UK have followed suit and produced
their own Maritime Guidance.

3) Evaluating cargo and activity risk
Unfortunately there is no straightforward search that can be completed in order to check
whether a particular cargo is sanctioned. If you are in the EU then the relevant competent
authority in your Member State will, however, have information to assist you.
You can of course check the relevant legislation and resources, or seek advice from us as
your P&I Club or from other external advisors.
It is not just important to establish whether there are any restrictions or prohibitions
related to a particular cargo or activity, but also whether the information you have been
given about the cargo is accurate and whether there are any suspicious circumstances.
The U.S. has highlighted:
(a) The need to consider shipping documentation provided to ensure it accurately
records the underlying voyage and relevant vessel(s), flagging, cargo origin and
destination.
There have been a number of occasions where fraudulent
Certificates of Origin have been provided to hide for example the fact that the true
origin of the cargo is Syria or Iran.
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(b) The importance of monitoring counterparty vessel movements for AIS
manipulation, disabling and investigating vessel movements. AIS manipulation
and disabling is of particular concern to regulators and the United Nations.
(c) That STS transfers can be used to transfer cargo from one vessel to another in
order to conceal the actual origin or destination of the cargo and so extra caution
is advised.
(d) The need for clear communication with international partners and ensuring that
your trading partners are aware of their sanctions obligations.
In respect of the focus on AIS manipulation, where a vessel involved in a trade has recently
ceased to transmit its AIS this should be seen as a red flag and could be potential evasion
activity. It is a requirement of flag and class that the Safety of Life at Sea Convention
(“SOLAS”) be complied with and SOLAS provides that “Ships fitted with AIS shall maintain
AIS in operation at all times except where international agreements, rules or standards
provide for the protection of navigational information”. Turning off the AIS in the absence
of any threat to the safety of the ship may constitute a breach of SOLAS and a
contravention of North P&I Rule 29 (b)(i), as well as increasing the risk of collision, damage
to other ships, pollution damage and loss of seafarers’ lives at sea. The U.S. Advisory of 14
May 2020 and the OFSI Maritime Guidance talks to the deceptive practices of manipulation
and disruption of AIS transmission.

4) Seeking advice
Our dedicated sanctions advice team spread across our global offices are experts in this
field and it may be we have had already answered your query previously; in any event we
are here to help.
Any sanctions related enquiries should be sent to: sanctions.advice@nepia.com.
Most major law maritime firms also have sanctions specialists who will also be able to
provide assistance and guidance as part of your due diligence process.

5) Ensuring that contracts deal effectively with sanctions risks.
One of the most important ways of minimising risk is by including sanctions clauses in all
your contracts.
These clauses can never provide complete protection because any warranty, for example,
relies on the other party being able and willing to honour it. Further, if, for example, you
are added as a sanctions target and other parties are unable to therefore trade with you,
the fact that you obtained a contractual warranty is unlikely to be of much assistance.
Nevertheless, sanctions clauses are an obvious and essential means of providing
protection.
There are a number of standard sanctions clauses that can be used depending on the
context, including those developed by BIMCO.
You should consider the risks you wish to be dealt with in the sanctions clause; often this
will include considering both “party” and “activity” related sanctions.
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In respect of a charterparty clause, in relation to “party” related risks you will wish to
consider:
(1) Is my counterpart warranting that they and associated companies are not
sanctioned?
(2) Am I providing a similar warranty?
(3) In respect of any Charterers, is it appropriate that they also provide a warranty on
behalf of cargo interests and any sub-charterers?
(4) Is it sufficient for these warranties to be at the date of the charter or continuing?
In respect of the “activity” related risks you will wish to consider:
(5) Are Charterers to warrant that the trade is not sanctioned?
(6) Are Charterers to ensure any cargo does not originate from specific countries?
You will also wish to consider more generally:
(7) What are the consequences of breaching the sanctions clause? Is there a right to
terminate?
(8) What is the position should sanctions be introduced during performance of the
charter which impact on the ability to perform?
In December 2019, BIMCO published two new sanctions clauses – one for time charters
and one for voyage charters. These clauses set out the parties’ rights and remedies should
there be a sanctioned party or sanctioned activity involved in the trade. The new clauses
are intended to replace the previous BIMCO Sanctions Clause for Time Charters and the
Designated Entity Clause. Until now there has been no BIMCO voyage charter clause.
BIMCO has also, in January 2021, published a Sanctions Clause specifically for the container
trade (BIMCO publishes Sanctions Clause for the container trade). Mark Church from the
Club was on the drafting committee and Members are encouraged to contact our advice
team if they have any queries on the new clauses.
As set out above, STS transfers can be used to conceal the true origin or destination of the
cargo. If STS is permitted under the charterparty, the charterparty will need to set out the
circumstances in which the Owners are entitled to refuse to complete the STS. Obviously,
much will depend on the circumstances and the contractual context, but Owners may wish
to include wording similar to the example that is set out below:
“STS sanctions clause
Without prejudice to Owners other rights under the Charterparty, Owners have the right to
reject any proposed STS operation where (a) either the proposed STS vessel(s) or its owners
(including beneficial owners) are subject to sanctions or restrictions imposed by any State,
Supranational or International Governmental Organisation or (b) the STS vessel(s) has
failed to transmit its AIS for a period of [insert details]; or (c) Owners have concerns
regarding the accuracy of the declared cargo origin or end destination of the cargo”.
You may wish to consider the clause also expressly setting out the consequences of the
Owners refusing to proceed with the STS.
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Sanctions against Iran
Introduction
•

•

•

•

The Joint Comprehensive Plan of Action (“JCPOA”) Agreement was an agreement
reached between Iran and the E3/EU+3 (China, France, Russia, the United
Kingdom, the United States, Germany, with the High Representative of the
European Union for Foreign Affairs and Security Policy) which led to sanctions
against Iran being relaxed.
The U.S. has now withdrawn from the JCPOA and fully reimposed sanctions on Iran
and also continues to introduce further sanctions. On 4 September 2019 OFAC
issued an “Advisory to the Maritime Petroleum Shipping Community” (here) . This
Advisory aims to warn those engaged in shipping petroleum and petroleum
products from Iran of the “significant” sanctions risk and notes that the U.S. is
committed to “aggressively enforcing” sanctions against Iran. Talks are ongoing
regarding the possible relaxation of sanctions and the U.S. re-joining the JCPOA
following President Biden’s election.
France, Germany and the UK (the “E3”) remain committed to the JCPOA, although
the E3 has stated that Iran “urgently needs to return to full compliance” and has
more recently stated their deep concern in relation to Iran’s non-compliance and
intentions to implement further steps in contravention of the JCPOA, which the E3
has said Iran must not implement. Given that Iran has breached the limit on its
stockpile of low-enriched uranium set under the JCPOA and that Iran has said it
will no longer observe its commitments in the JCPOA following the killing by the
U.S. of Qassem Suleimani, the E3 have triggered the dispute resolution mechanism
under the JCPOA, although the timeline under it has been extended.
In September 2020 the US sought to initiate the snap back of UN sanctions against
Iran. However, the E3 have said that the U.S. has no right to do so as the U.S pulled
out of the JCPOA and is, therefore, not entitled to initiate the snap back. That said,
the U.S. has called upon the other UN nations to reimpose all sanctions against
Iran, including the arms embargo, the ban on Iran engaging in enrichment and
reprocessing-related activities, the prohibition on ballistic missile testing and
development by Iran, and sanctions on the transfer of nuclear- and missile-related
technologies to Iran, among others. While the other countries may not agree that the
U.S. has the capability under the JCPOA to initiate the snap back, it is clear that the
U.S. will use their own U.S. domestic sanctions on persons engaged in what the U.S.
considers to be UN prohibited activity. Therefore, there is a significant divergence
between the U.S. and the EU which may well complicate matters for you.

The EU and UK position and the blocking regulation
•
•

The EU Blocking Regulation provides that if you are subject to the EU’s jurisdiction,
you shall not comply with any requirement or prohibition in the reimposed U.S.
secondary sanctions (unless authorisation is obtained).
The UK (now no longer part of the EU) has also published legislation (The
Protection from Trading Interests legislation (retained Blocking Regulation) which
has a similar effect to the EU Blocking Regulation, but applicable to UK persons.
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•
•
•

The Blocking Regulation and UK legislation may therefore leave you in a difficult
position if you fall within the jurisdiction of the EU sanctions or UK sanctions.
You may be left with the risk of violating U.S. sanctions or of committing an offence
under the EU Blocking Regulation or UK legislation.
However, if you have a contractual right to refuse to perform an obligation then
it may be possible to argue that should you, for example, refuse to trade to Iran,
that you are simply exercising a contractual right and refusing to perform
because you are contractually entitled to do so, rather than for the purpose of
complying with U.S. sanctions. If that analysis is correct then you may not be
violating the EU Blocking Regulation or the UK legislation. This argument is
given some support by the obiter remarks of Teare J in Mamancochet Mining Ltd
v Aegis Managing Agency Ltd [2018] EWHC 2643 (Comm) and again in the Court
of Appeal decision of Lamesa Investments Limited v Cynergy Bank Limited [2020]
EWCA Civ 821.

Trading to Iran
•
•

•

•

•

In light of the current situation with Iranian sanctions, if you are considering any
Iranian trade, an abundance of caution is advised.
Our ability to assist you is severely compromised by the sanctions. Making any
payments to or from Iran is extremely difficult and Members should not expect
the Club to be able to provide its usual level of support. It is difficult to foresee
circumstances in which the Club would be able to provide security. There may
therefore be a difference between the Club legally being able to provide cover
and you as the Members practically obtaining the benefits of that cover.
The reimposition of U.S. sanctions also impacts on the ability of U.S.-owned or controlled foreign reinsurers who participate on the International Group Excess
Loss Reinsurance (GXL) programme to pay Iran related claims and means that
there is a risk of a reinsurance shortfall. If there is such a shortfall then our Rules
provide that we are not liable to you for any part of the claim we cannot recover.
The Advisory of 4 September 2019 referred to above includes examples of the
deceptive practices used to try and evade sanctions against the shipments of
petroleum from Iran to Syria, China and elsewhere. These deceptive practices
include falsifying cargo and vessel documents, ship to ship transfers, disabling
the ship’s AIS system and vessel name changes. The Advisory also provides
advice regarding due diligence to be undertaken to potentially mitigate the risk
of sanctionable activity. This is further bolstered by the U.S. Advisory of 14 May
2020, which references the deceptive practices relating to Iranian trade and the
OFSI Maritime Guidance.
On 24 June 2020 the U.S. sanctioned five Iranian ships captains. In a statement
by Secretary Michael Pompeo he said “Mariners who are considering work with
Iran and Venezuela should understand that aiding these oppressive regimes is
simply not worth the risk”.
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Party Related Sanctions
EU Sanctions
•

There remains a number of entities, bodies and individuals (the “designated
persons”) whose assets are frozen.

UK Sanctions
•

There remains a number of entities, bodies and individuals (the “designated
persons”) whose assets are frozen due to human rights violations and violations in
relation to nuclear weapons.

U.S. Sanctions
•
•

•

U.S. persons (as defined) are generally prohibited from dealing with Specially
Designated National’s (“SDN’s”).
Secondary sanctions also continue to apply to non-U.S. persons who knowingly
facilitate significant financial transactions with or provide material or certain other
support to those Iranian or Iran-related persons that remain or are placed on the
SDN list. These SDN’s, which non-U.S. persons can be sanctioned for dealing with,
are shown as being “subject to secondary sanctions” in the “Additional Sanctions
Information” field when doing an SDN search. Sanctions will apply to subsidiaries
or joint ventures of this company where they are owned 50% or more in the
aggregate by the designated COSCO entity.
Effective from 8 June 2020 IRISL and E-Sail Shipping Limited (“E-Sail”) are
designated under Executive Order 13382. IRISL and E-Sail are already on the SDN
list, and subject to secondary sanctions, however, this new designation will impact
shipments of humanitarian goods and agricultural cargoes to Iran. See the OFAC
FAQs on these designations here . Designations have been made under E.O. 13382
for conducting business with IRISL and E-Sail.

Activity Related Sanctions
EU Sanctions
•

Almost all activity and trade related sanctions have now been lifted. Some
sanctions related to human rights, proliferation and Iran’s supports for terrorism
do however remain in place. These sanctions focus on military or nuclear related
goods, goods that could be used for internal repression, goods that could be used
for monitoring or interception of communications.

UK Sanctions
•

Almost all activity and trade related sanctions have now been lifted. Some
sanctions related to human rights, proliferation and Iran’s supports for terrorism
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do however remain in place. These sanctions focus on military or nuclear related
goods and technology, goods that could be used for internal repression, goods that
could be used for monitoring or interception of communications, graphite and
relevant metals and commercial arrangements relating to uranium mining and
certain associated goods and technology.
U.S. Primary Sanctions
•

The U.S. domestic trade embargo remains in place. U.S. companies, banks, insurers
and reinsurers continue to be broadly prohibited from engaging in transactions or
dealings with Iran or its government.

U.S. Secondary Sanctions
There are restrictions on the carriage of:
•
•
•
•
•
•
•
•
•
•
•

•

•

Gold and precious metals;
Graphite, raw or semi-finished metals such as aluminium, steel;
Coal;
Software for integrated software purposes:
Goods for Iran’s automotive sector.
Refined petroleum products;
Crude oil;
Petroleum or petroleum products (it is noted that in August 2020 the US
confiscated Iranian petrol from four tankers destined for Venezuela);
Goods or services in connection with the energy, shipping or shipbuilding sectors
of Iran;
Petrochemical products;
Goods or services that could facilitate the maintenance or expansion of Iran’s
domestic production of refined petroleum products or petrochemical products or
its ability to develop petroleum resources;
the sale, supply, or transfer to or from Iran of raw and semi-finished metals, graphite,
coal, and software for integrating industrial purposes will be sanctionable if those
materials are to be used in connection with the Iranian construction sector (noted
here) ;
the sale, supply, or transfer to or from Iran of stainless steel 304L tubes; MN40
manganese brazing foil; MN70 manganese brazing foil; and stainless steel CrNi60WTi
ESR + VAR (chromium, nickel, 60 percent tungsten, titanium, electro-slag remelting,
vacuum arc remelting) will be sanctionable (regardless of end-use or end-user) (noted
here).

On 8 May 2019 the U.S. announced further sanctions under the Executive Order “Imposing
Sanctions with Respect to the Iron, Steel, Aluminium, and Copper Sectors of Iran.”
Sanctions can be imposed on companies and vessels operating in the iron, steel, aluminium
or copper sector in Iran. If vessels “transfer”, to or from Iran, significant goods or services
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used in connection with the iron, steel, aluminium, or copper sectors of Iran they can be
sanctioned. On 25th June 2020 German, UAE and Iranian companies were sanctioned
pursuant to E.O. 13871 for trade in the iron, steel, aluminium and copper sectors in Iran.
On 16 December 2019 the U.S. Department of State issued an advisory to alert persons
globally to the U.S. sanctions risks for parties involved in transfers or exports to Iran of graphite
electrodes and needle coke, which are essential materials for Iran’s steel industry. The advisory
can be read here.
On 5 September 2019 OFAC updated its FAQs here, which provide a warning to bunker
suppliers and providers not to provide fuel to blacklisted Iranian vessels or to vessels
engaged in sanctionable activity. The FAQ also provides guidance that should be followed
as regards bunkering where there is no sanctionable trade to ensure no involvement of
U.S. persons or persons or entitles on the SDN list.
On 10 January 2020, and in response to the recent developments involving the U.S. and
Iran, a new Executive Order (here) was issued imposing sanctions on persons (including
non-U.S. persons) operating and knowingly engaging in the construction, mining,
manufacturing, and textiles sectors in Iran. In June 2020 the U.S. Treasury issued FAQS
831 , 832 and 833 which defines the sectors of the economy referred to in E.O. 13902. It
was also clarified in June 2020 that the manufacture of medicines / PPE for use in Iran is
not caught by E.O. 13902.
There are also nuclear, military and human rights related restrictions. On 27 May 2020 the
waiver associated with the Arak Reactor modernisation redesign, the transfer into Iran of
enriched uranium for the Tehran Research Reactor and the transfer out of Iran of certain
nuclear fuel scrap and of spent research reactor fuel expired. Further, on 21 September
2020 the President issued a new Executive Order and designated a number of individuals
under it in relation to conventional arms activities for Iran.
Sanctions were also reimposed:
•
•
•
•

in relation to the provision of underwriting services, insurance, or reinsurance;
transactions by foreign financial institutions with the Central Bank of Iran and
other designated foreign financial institutions;
on Iran’s port operators; and
on the provision of specialized financial messaging services to the Central Bank of
Iran and other Iranian financial institutions.

Sale of the following to Iran is not generally sanctionable by the U.S. unless there is
another sanctions issue because of, for example, the parties involved.
•
•
•
•

agricultural commodities;
food;
medicine;
medical devices.
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However, as a result of the recent designation by the U.S. to the SDN list of the Central
Bank of Iran (“CBI”) there was concern that this may make it more difficult for U.S. and
non-U.S. persons to participate in the trade of these items given the multiple roles played
by the CBI in such trades. To address this concern the General Licence 8A issued to
authorise certain humanitarian trade transactions involving the CBI, as well as the National
Iranian Oil Company. OFAC has issued FAQs 821 - 823 in this regard.
On 8 October 2020 while the U.S. identified a number of Iranian Financial institutions
subject to E.O. 13902, they also clarified that these designations do not affect existing
authorisations and exceptions for humanitarian exports to Iran, which continue in their
force and effect. OFAC has, therefore, published FAQs 842 - 847 .
For other goods which do not appear to expressly fall within or outside of the sanctions,
guidance from OFAC is that non-U.S. persons should ensure that for export of consumer
goods not explicitly within an exception that there are no sanctioned parties involved.
Also, because the carriage of these cargoes by U.S. persons is prohibited, transactions must
not involve U.S. persons or transit the U.S. financial system.
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Sanctions against North Korea
Introduction
•

•

•
•

The sanctions against North Korea are extremely wide-ranging. We have included North
Korea in this sanctions guide to highlight the comprehensive nature of the sanctions, not
because we are expecting Members to be considering any trade with a North Korean
nexus.
The U.S. Department of Treasury released a sanctions advisory on 23 February 2018 “to
alert persons globally to deceptive shipping practices used by North Korea to evade
sanctions. These practices may create significant sanctions risk for parties involved in the
shipping industry…”. This advisory was updated on 21st March 2019.
The U.S. Advisory of 14 May 2020 has particular focus on North Korea, as well as on Iran
and Syria.
On 1 September 2020 the U.S. issued the North Korea Ballistic Missile Procurement
Advisory regarding the procurement of ballistic missile-related components, for which
North Korea relies on a foreign network.

Party Related Sanctions
•

The U.S., EU and UK sanctions lists set out details of the entities and vessels targeted (see
further part 1 of this guide).

Activity Related Sanctions
United Nations Sanctions
The United Nations sanctions against North Korea include a ban on:
•

•

•
•

Export from North Korea of coal, iron and iron ore, lead and lead ore, gold, titanium ore,
vanadium ore, rare earth minerals, copper, nickel, silver, zinc, seafood, food and
agricultural products, machinery, electrical equipment, earth and stone including
magnesite and magnesia, wood and vessels, textiles and statues.
The supply, sale or transfer of all industrial machinery, transportation vehicles, iron, steel
and other metals (with the exception of spare parts required to maintain North Korea’s
commercial civilian passenger aircraft currently in use).
The supply, sale, import, purchase or transfer of luxury goods, helicopters and vessels to
North Korea.
The supply of aviation, jet or rocket fuel and condensates and natural gas liquids to North
Korea.
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•

•

•
•
•
•
•
•

•
•

Providing insurance or reinsurance services to vessels where Member states have
reasonable grounds to believe they were involved in activities or the transport of items
prohibited by the sanctions.
The owning, leasing, operating, chartering or providing vessel classification, certification,
registration or associated service and insurance or reinsurance, to any North Korean
flagged, owned, controlled or operated vessel shall be prohibited.
Member states are to seize, inspect and freeze any vessel in their waters where there has
been prohibited activity by the vessel.
Port entry of vessels if an inspection in accordance with the UN resolutions has been
refused.
Providing bunkering or servicing of North Korean vessels suspected of carrying prohibited
items.
STS transfers to or from North Korean-flagged vessels of any goods or items that are
supplied, sold or transferred to or from North Korea.
New joint ventures with North Korean entities or individuals.
The direct or indirect supply, sale, transfer or export to North Korea of:
o arms and military vehicles;
o all items materials, equipment, goods and technology which could contribute to
North Korea’s ballistic-missile-related or other weapons of mass destructionrelated programs;
o dual-use goods and technology;
Restrictions on the supply, sale or transfer to North Korea of all refined petroleum
products, including diesel and kerosene;
Restriction on the supply, sale or transfer of crude oil to North Korea.

The UN Panel of Experts issued a report on North Korea Sanctions, which is referred to in our
recent Circular 2020/021.
EU and UK Sanctions
As well as the UN sanctions, the EU and UK has reinforced the UN’s sanctions regime by
implementing
•
•
•
•
•

A total ban on EU investment in North Korea in all sectors.
A total ban on the supply, sale or transfer to North Korea of refined petroleum products
and crude oil.
Prohibition on the import of petroleum products and luxury goods from North Korea.
Prohibition on any vessel owned, operated or crewed by North Korea from entering EU
ports.
Ban on trade in gold and precious metals, as well as diamonds to, from or for the North
Korean government, its public bodies, corporations and agencies or the Central Bank of
DPRK.

U.S. Sanctions

WWW.NEPIA.COM

27

In addition to the UN sanctions the U.S. prohibits:
•
•
•

•

Any transactions or dealings involving the property or interests in property of the
Government of North Korea or the Workers’ Party of Korea;
Direct or indirect exports and imports to or from North Korea of nearly all goods, services,
and technology;
Vessels that have called at a port in North Korea in the previous 180 days, and vessels that
have engaged in a ship-to-ship transfer with such a vessel in the previous 180 days, from
calling at a port in the United States; and
Registering a vessel in North Korea, obtaining authorization for a vessel to fly the North
Korea flag, and owning, leasing, operating, and insuring any vessel flagged by North
Korea.
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Sanctions against Russia
Introduction
•
•

The U.S., EU and UK have imposed party and activity related sanctions.
The Ukraine has attempted to sanction vessels using Crimean ports, as well as
imposing sanctions against certain Russian companies and an import ban on a
wide range of products originating in Russia.

Party Related Sanctions
•

The U.S., EU and UK sanctions lists should be checked for details of the entities
targeted (see further part 1 of this guide).

EU Sanctions
•

•

•

Of particular significance in respect of the EU Sanctions is the sanctioning of
Crimean Sea Ports including the branches Feodosia Commercial Port, Kerch Ferry
and Kerch Commercial Port (which it is understood may also exert control over
both the Kerch strait and the Kerch Canal) and state enterprise "Sevastopol
seaport".
Individual EU Member States can authorise payments to Crimean Sea Ports for
services provided at the ports of Kerch Fishery Port, Yalta Commercial Port and
Evpatoria Commercial Port, and for services provided by Gosgidrografiya and by
Port-Terminal branches of the Crimean Sea Ports.
In addition to the standard list of designated persons, there is also an “Investment
Ban targets” list. In respect of entities on the investment ban targets list, it is
prohibited to: directly or indirectly purchase, sell, provide investment services for
or assistance in the issuance of, or otherwise deal with transferable securities and
money-market instruments with a maturity exceeding 90 days, issued after 1
August 2014 to 12 September 2014, or with a maturity exceeding 30 days, issued
after 12 September 2014, or make or be part of any arrangement to make new
loads or credit with a maturity exceeding 30 days.

UK Sanctions
•

The UK, like the EU, sanctions Crimean Sea Ports, however, on 1 January 2021 OFSI
issued a general licence which permits persons to make payments to the State
Unitary Enterprise of the Crimean Republic “Crimean Sea Ports” for services
provided at the ports of Kerch Fishery Port, Yalta Commercial Port and Evpatoria
Commercial Port, and for services provided by Gosgidrografiya and by PortTerminal branches of the Crimean Sea ports.
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•

Again, like the EU, the UK also has a prohibitions on certain financial services and
investments, details of which can be found in the OFSI Russia Guidance here .

U.S. Sanctions
•

•

•

•

In addition to the Specially Designated Nationals Lists, the U.S. is empowered to
sanction any person or entity that knowingly engages in a “significant
transaction” with a person that is determined to be part of, or operates for or on
behalf of, the defence or intelligence sectors of the Russian Government.
On 15 April 2021 the U.S. further ramped up its sanctions against Russia with the
publishing of a new executive order “Blocking Property with Respect to Specified
Harmful Foreign Activities of the Government of the Russian Federation”.
It is now mandatory for sanctions to be imposed on any foreign person who is
determined to have knowingly facilitated a significant transaction for or on
behalf of any person subject to U.S. sanctions against Russia which includes any
person listed on the Specially Designated Nationals List of Sectoral Sanctions
Identifications List.
General License 15J was issued which expands the range of activities permitted
where ordinarily incident and necessary to the manufacture and sale of vehicles,
components and spare parts produced by GAZ Group, who are an SDN. This
license is valid until 26 January 2022.

Activity Related Sanctions
EU and UK sanctions
•

The European Union and United Kingdom have introduced sanctions which impact
on trade to and from the Crimea and also to Russia.

Crimea restrictions
•

In respect of goods transported from Crimea it is prohibited:
o
To import into the European Union or United Kingdom goods
originating in Crimea or Sevastopol.
o
To provide, directly or indirectly, financing or financial assistance as
well as insurance and reinsurance related to the import of goods
originating in Crimea or Sevastopol.

•

The sanctions also include prohibitions:
o

On the sale, supply, transfer, export of goods and technology related
to infrastructure to any natural or legal person, entity or body in
Crimea or Sevastopol or for use in Crimea or Sevastopol. Infrastructure
shall include:
 transport;
 telecommunications;
 energy;
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the prospection, exploitation and production of oil, gas and
mineral reserves in Crimea and Sevastopol.
On any ship providing cruise services to enter into or call any port
situated in the Crimean Peninsula. For EU sanctions, this prohibition
applies to ships flying the flag of a Member State or any ship owned
and under the operational control of a Union shipowner or any ship
over which a Union operator assumed overall responsibility as regards
its operation. In relation to the UK sanctions, the Secretary of State
may impose a prohibition on cruise vessels calling at Crimean ports.
The relevant ports are:
 Sevastopol
 Kerch
 Yalta
 Theodosia
 Evpatoria
 Chernomorsk
 Kamysh-Burun


o

o

Russia restrictions
•

In respect of trade with Russia there are prohibitions and restrictions related to:
o Dual-use goods and technology;
o Military goods and arms;
o Items suited to the following categories of exploration and production
projects in Russia, including its Exclusive Economic Zone and Continental
Shelf:
 oil exploration and production in waters deeper than 150 metres;
 oil exploration and production in the offshore area north of the
Arctic Circle; and
 projects that have the potential to produce oil from resources
located in shale formations by way of hydraulic fracturing; it does
not apply to exploration and production through shale formations
to locate or extract oil from non-shale reservoirs.
 associated services necessary for such projects, with associated
services meaning
o drilling,
o well testing,
o logging and completion services,
o supply of specialised floating vessels.
o The UK has also issued export controls on submersible vessels and related
equipment, software and technology to Russia.

UK insurance restrictions
•

Whilst the UK sanctions largely mirror the EU sanctions, they are broader in that
they impose additional restrictions on insurance and reinsurance that did not
appear in the equivalent EU Regulation, as “financial assistance” is defined in the
UK sanctions to include the provision of insurance. This means that, absent a
licence, the insurance and reinsurance of the sale, supply, transfer or export to
Russia or for use in Russia of energy-related goods (as defined), military
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goods/technology and dual-use goods intended for military users/end use in
Russia, is prohibited.
US Sanctions
•
•

•

•

The U.S. sanctions are principally “primary sanctions”, applying to U.S. persons.
However, the U.S. retains the ability to sanction persons who, for example, are
deemed to operate in Crimea or being a leader in the Crimea whether U.S. or not
(see below). Even if the sanctions are not directly applicable there will be an
inevitable practical impact and banks may well refuse to process transactions even
when not in U.S. dollars.
There are restrictions on the export of goods from the U.S. to Russia (or occupied
Crimea), in respect of goods intended in whole or part for a military end use or
military end user in Russia, dual use items and items to be used in exploration for
or production of oil or gas in Russian deepwater, Arctic offshore locations or Shale
projects in Russia.
The following activities are prohibited:
New investment in Crimea by U.S. persons.
Imports into the U.S., directly or indirectly, of any goods services or
technology from Crimea.
o Exports, re-exports, sale, or supply directly or indirectly, from the U.S. by
a U.S. person, of any goods, services or technology to Crimea.
o Any approval, financing, facilitation, or guarantee by a U.S. Person of a
transaction by a foreign person that would be prohibited if performed by
a U.S. Person.
Further any person determined by the Secretary of the Treasury to:
o
o



operate in Crimea,
be a leader of an entity operating in Crimea,
be owned or controlled by, or have acted on behalf of any person who is
blocked pursuant to the Order, or have materially assisted, sponsored,
or provided financial, material, or technological support for, or goods or
services to or in support of, any person who is blocked under the
Executive Order;
 will have any property or interests that are in the U.S. or in the
possession of a U.S. person blocked themselves.
The President may impose sanctions on a person who is determined to have
knowingly made an investment that directly and significantly contributes to the
enhancement of the ability of Russia to construct an energy export pipeline, or
who supplies to Russia goods, services, technology, information or support for
such construction with a fair market value of US$1,000,000 or more, or an
aggregate fair market value of US$5,000,000 during a twelve month period. In the
case of a ship employed for transportation services for those amounts it is not
known whether the monetary threshold would be based on the amount of
freight/hire or on the value of the cargo carried.
On 20 December 2019 the U.S. President signed into law legislation that requires
sanctions be imposed (unless an exception applies) on persons (including non-U.S.
persons) determined to have:
o
o
o

•

•
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o

o

sold, leased or otherwise provided vessels engaged in pipe-laying at
depths of 100 feet or more below sea level for the construction of the
Nord Stream 2 pipeline project, the TurkStream pipeline project, or any
project that is a successor to either of the two projects (each a “Targeted
Project” and collectively the “Targeted Projects”); or
facilitated deceptive or structured transactions to provide such vessels
for the construction of a Targeted Project.

However, the U.S. have now added to their ability to sanction for
involvement in the Nord Stream 2 and TurkStream pipelines. On 15 July 2020
the U.S. updated its guidance for section 232 of the Countering America’s
Adversaries Through Sanctions Act (CAATSA) to include the Nord Stream 2
and TurkStream pipelines. Further, in December 2019 the Protecting
Europe’s Energy Security Act (PEESA) came into force, which essentially
mandates the imposition of sanctions against vessels engaged in pipe-laying
related to NS2 and TurkStream and those foreign persons who have
knowingly sold, leased or provided those vessels for the construction of such
a project or facilitated deceptive or structured transactions to provide those
vessels for the construction of such a project. In addition, the PEESA
Clarification Act (PEESCA) is now law. At the start of 2021 the National
Defence Authorization Act (NDAA 2021) was passed. Section 1242 of the
NDAA 2021 contains the Protecting Europe’s Energy Security Clarification Act
(PEESCA), which enlarges the scope of PEESA. The activities targeted by
PEESCA include vessel-related transactions for the construction of the
pipelines and the provision of insurance to such vessels. Among other things,
if a vessel is identified in one of the reports to Congress as engaging in “pipelaying” activities, then the insurer of that vessel may also be identified in the
report. On 20 October 2020, the US Department of State issued new
guidance with respect to the implementation of PEESA and produced two
FAQs in relation to potential secondary sanctions on vessels involved in the
Nord Stream 2 and TurkStream pipeline projects. In view of the direct sanctions
threat posed to insurers by CAATSA, PEESA and PEESCA, there will be no Club
cover for any activity involving or related to the Nord Stream 2 or Turk Steam
construction projects. The Club’s Circular can be read here .
Sectoral sanctions
•

The U.S. has also introduced “sectoral sanctions” which prohibit certain activities
by U.S. persons with certain named persons (who are identified on the U.S.
sanctions lists) under four directives:
o Directive 1 - prohibits engaging in transactions in, providing financing for,
or otherwise dealing in new debt with a maturity of longer than 14 days,
or equity for persons in the financial services sector identified under
Directive 1.
o Directive 2 - prohibits transactions in, providing finance for, and otherwise
dealing in “new debt with a maturity of longer than 60 days” for persons
in the Russian energy sector identified under Directive 2.
o Directive 3 - prohibits all transactions in, provision of financing for, and
other dealings in new debt of longer than 30 days maturity of persons in
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o

the Russian defence and related material sector determined to be subject
to the Directive
Directive 4 - prohibits the provision, exportation, or re-exportation,
directly or indirectly, of goods, services (except for financial services), or
technology in support of exploration or production for deepwater, Arctic
offshore, or shale projects:
(1) that have the potential to produce oil in the Russian
Federation, or in maritime area claimed by the Russian Federation
and extending from its territory, that involves any person subject
to Directive 4; or
(2) that are initiated on or after 29 January 2018, that have the
potential to produce oil in any location and that involves any
person subject to Directive 4. Finally, this Directive is further
expanded because it will not just be necessary to check if a
designated party owns the project, but it will also be sanctioned if
a designated party has a 33% interest (or more) in the project.
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Sanctions against Cuba
Introduction
•
•

•
•

•
•

•

•

•

This part of our guide highlights the sanctions imposed by the U.S. against Cuba.
There are currently no sanctions imposed on Cuba by the EU.
There are still sanctions and a trade embargo in place between the U.S. and Cuba
and, therefore, Members should exercise caution when considering trade with
Cuba.
Most transactions between the United States, or persons subject to U.S.
jurisdiction, and Cuba continue to be prohibited.
The Cuban Asset Control Regulations apply generally to persons subject to the
jurisdiction of the United States and that term is defined to include any
corporation, partnership, association, or other organization, wherever organized
or doing business, that is owned or controlled by a U.S. citizen or resident of the
U.S., by any person within the U.S., or by any corporation, partnership, association,
or other organization organized under the laws of the U.S. or of any State in the
U.S. This is wider than the definition of U.S. persons under most sanctions
regimes.
On 21 October 2019 the Bureau of Industry & Security (“BIS”) of the U.S.
Department of Commerce updated the FAQs relating to Cuba here.
On 9 November 2017 OFAC amended the Cuban Assets Control Regulations to
restrict U.S. persons from engaging in direct financial transactions with particular
entities that are “under the control of, or act for or on behalf of, the Cuban
military, intelligence, or security service or personnel”.
These entities are listed on the Cuba Restricted List. Any entity owned or
controlled by an entity on the Cuba Restricted List will not be treated as restricted
unless they are specifically named on the Cuba Restricted List.
It seems that a number of the entities on the Cuba Restricted List do not appear
on the U.S. SDN list and, therefore, it will be necessary to check parties against
both the SDN list and the Cuba Restricted List.
The U.S. has now designated Cuba as a State Sponsor of International Terrorism,
however, it is understood that this is unlikely to impact upon ship owners from a
sanctions perspective.

The 180 day rule
•
•

The U.S. sanctions also impact on all companies who are trading Cuba and the U.S.
due to the “180 day rule”.
The “180 day rule” is a U.S. statutory restriction, which affects all ship owners
globally (i.e. not just U.S. ship owners) prohibiting any vessel that enters Cuba to
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•

•

•
•

•

•

•

•

•

engage in the trade of goods or the purchase or provision of services there, from
entering any U.S. port for the purpose of loading or unloading freight for 180 days
after leaving Cuba, unless authorised by OFAC.
The U.S. has amended the Cuban Asset Controls Regulations and Export
Administration Regulations (“EAR”) and provided limited exemptions from the
“180 day rule”. Whether or not the voyage is exempt may not be straightforward
to establish.
A vessel is exempt if it carries to Cuba, from a third country, only items that, were
they subject to the EAR, would be classified as EAR99 or would be controlled on
the U.S. Commerce Control List (“CCL”) only for anti-terrorism reasons.
The exemption does not apply to vessels loading at Cuba.
This extends the previous amendment which provided a waiver of the 180 day rule
for vessels carrying foreign agricultural commodities, medicine, or medical devices
to Cuba.
EAR99 items are those that are subject to the EAR but are not elsewhere specified
in any category in the CCL, i.e. are not listed on the CCL with an assigned Export
Control Classification Number (“ECCN”). 15 CFR (Code of Federal Regulations) part
732 details the steps for determining the classification of goods under the EAR.
While for some cargoes the classification is clear, it is not so for others. If the
classification of the cargo is unclear, then the only way to obtain a definitive
classification is to submit a Commodity Classification Request to the BIS.
Note that the exemption to the 180 day rule can be waived if a vessel, while in
Cuba, engages in the purchase of goods or services that are not “associated with
normal shipping transactions.”
So, while a vessel can engage a ship’s agent and stevedores, it might waive the 180
day rule exemption if, for example, it undertook deferred and non-emergency
repairs while in Cuba. The exemption can also be lost is a vessel loads any cargo in
Cuba, unless the transactions involving those goods are authorized by OFAC or
exempt from the prohibitions of the Cuban Asset Control regulations.
The “180 day rule” is separate from a second statutory restriction -the
goods/passengers on board rule which prohibits any vessel carrying goods or
passengers to or from Cuba, or carrying goods in which Cuba or a Cuban national
has an interest, from entering a U.S. port with such goods or passengers on board,
unless authorised or exempt.

The 10% de minimus rule
•

The US has made Cuba subject to the general 10% de minimus rule which restricts
the exports and reexports of goods containing more than 10% of U.S.-origin
content. Therefore, a licence would be required for the re-export to Cuba of
foreign-made items that contain greater than 10% U.S.-origin content.
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U-Turn Transaction
• Since 9 October 2019 the ability to process “U-turn” transactions has been

revoked. Prior to that date the ability to process such “U-turn” transactions has
meant that transactions relating to a third country commerce involving Cuba or
Cuban nationals could be processed in U.S. dollars through the U.S. financial
system. The authorisation for transactions has now been changed so that U.S.
financial institutions must reject, rather than block, Cuba-related transactions. Any
such Cuba-related transactions that originates or terminates in the U.S., or where
the sender or beneficiary are U.S. persons, must be blocked.

• In light of the above, anyone intending to continue trade with Cuba that will
involve such transactions should make sure they are not processed in US dollars.
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Sanctions against Syria
Party Related Sanctions
During 2015 OFAC designated a number of Syrian entities involved in maritime commerce
and U.S. persons are consequently prohibited from undertaking trade with these entities.
These were:
•

General Directorate of Syrian Ports

•

Lattakia Port General Company

•

Tartous Port General Company

•

Syrian General Authority for Maritime Transport

•

Syrian General Shipping Agencies Company (“Shipco”)

•

Syrian Chamber of Commerce.

In addition OFAC designated eight other (non-U.S.) entities and seven vessels because they
had been determined to be materially assisting the Syrian Government by the delivery to
them of LPG and gas oil cargoes. These were delivered via the port of Banias, which OFAC
described as a “government-controlled port”.
In light of these designations it is clear that LPG and gas oil cargoes being carried to Syria
will be subject to close scrutiny by the sanctions regulators because of their concerns that
these cargoes often end up with the Syrian Government. In its Shipping Advisory of
November 2018, the U.S indicated that:
“The U.S. government will aggressively target for designation any person who provides
support to the regime, for example by facilitating exports to or imports from the
Government of Syria, including government-owned entities, unless such exportation or
importation is otherwise exempt or authorized”.
The U.S. also provided a non-exhaustive list of vessels that delivered oil to Syria in 20162018. In an updated March 2019 advisory the U.S. has included a non-exhaustive list of
vessels that engaged in STS transfers of petroleum destined for Syria from 2016 – 2019, as
well as a non-exhaustive list of vessels which shipped petroleum from Syria from 2016 –
2019. Therefore, the U.S. is focusing not only on vessels which have directly delivered
petroleum products to Syria, but also on STS operations. There have been more recent
designations by the U.S. relating to the petroleum industry.
It should also be noted that the Syrian Company for Oil Transport (“SCOT”) is the main
operator of the pipeline networks which serve ships discharging at Banias. SCOT is a
designated entity under both EU, UK and U.S. sanctions and any payments to SCOT would
potentially be a breach of those sanctions. Members are advised to ensure when using
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Banias that no payments to SCOT are made by them, either by way of a specific charge or
inclusion in general port dues.
The 14th May 2020 U.S. Advisory includes reference to the deceptive shipping practices in
relation to Syrian trade.
In December 2020 following designation of the Central Bank of Syria OFAC issued new
FAQs which can be found here. Further, since the U.S. pledge to provide additional
humanitarian assistance to the Syrian people FAQs 884 and 885 have been published.
Finally, Members are reminded that U.S. banks and the USD cannot be used to process any
payments relating to Syria.
As ever, the U.S. and EU sanctions lists of sanctioned parties should be checked.

Activity Related Sanctions
EU and UK Sanctions
The provisions most relevant to the shipping and marine insurance industries are:
•

•
•
•
•
•
•
•

prohibitions on the sale, supply, transfer or export of listed luxury goods and
certain dual-use items, chemicals and oil and petroleum products, including a ban
against providing, directly or indirectly, financial assistance, insurance or
reinsurance related to such activities. The Grace 1 (now named Adrian Darya 1)
was held in Gibraltar for over six weeks in July/August 2019 based on information
it was being used in breach of EU sanctions to carry oil to Syria.
a prohibition on the transport of crude oil and petroleum products of Syrian origin,
a prohibition on the provision of key equipment and technology for use in the oil
and gas industry in Syria, or to be used in the construction or installation in Syria
of new power plants for electricity production,
a prohibition on the provision of insurance and reinsurance to the state of Syria or
those acting on its behalf,
a prohibition on the sale, supply, transfer or export of arms and related material
of all types, and of equipment that could be used for internal repression,
asset freezes on a number of individuals and entities and prohibitions on making
funds or economic resources available (including the supply of goods) to
designated persons held responsible for the violent repression of civilians,
Prohibitions on the sale, supply, transfer or export of jet fuel and fuel additives to
any Syrian entity or for use in Syria and the insurance and re-insurance of those
activities,
Prohibitions on the import, export or transfer of certain cultural property and
precious metals or diamonds.

U.S. Sanctions
The United States has also continued to apply trade and related sanctions against Syria and
on Syrian persons and entities, in particular under Executive Order 13582. Prohibited
activities include:
•

making new investments in Syria,
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•
•

exporting, re-exporting, selling or supplying directly or indirectly, of any services
to Syria,
importing or dealing in Syrian-origin petroleum or petroleum products.

Although the U.S. sanctions are not generally designed to have extraterritorial effect on
non-U.S. persons, E.O.13582 provides for the blocking of property located in the U.S. of
any person (including non-U.S. persons) who is determined to:
“…have materially assisted, sponsored, or provided financial, material or technological
support for, or goods and services in support of, any person whose property and interests
in property are blocked pursuant to this order.”
In both 2015 and 2018 the U.S. designated entities to the SDN List under this language for
their roles in supplying petroleum products to Syria.
Sanctions can also be imposed against persons who knowingly transfer significant
financial, material or technology support that contributes materially to the Syrian
governments acquisition or development of certain weapons.
The United States prohibits virtually all trade and other transactions directly or indirectly
by U.S. persons with the Government of Syria. In 2020 the U.S. have designated more
persons under the Caesar Syria Civilian Protection Act (the Caesar Act) and in June 2020
Secretary Michael Pompeo issued a statement that “we anticipate many more sanctions
and we will not stop until Assad and his regime stop their needless, brutal war against the
Syrian people and the Syrian government agrees to a political solution to the conflict as
called for by UNSCR 2254. We will undertake our campaign of economic and political
pressure in full cooperation with other like-minded nations, especially our European
partners, who only three weeks ago renewed their own sanctions against the Assad regime
for precisely the same reasons”.
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Sanctions against Venezuela
Introduction
•

This US policy towards Venezuela is fast moving and subject to change. There is a
significant risk that new sanctions may be introduced with little or no warning by
the US administration. The US have made it clear via various media - both through
tweets from senior White House advisors, as well as through State Department
and U.S. Treasury announcements – that its sanctions regime on Venezuela will
expand. However, the Biden administration have stated that they intend to review
the Venezuelan sanctions regime due to a concern that the current sanctions have
not succeeded in achieving an electoral outcome for the country.

Party Related Sanctions
•

The U.S., EU and UK sanctions lists should be checked for designated persons and
entities.

U.S. Sanctions- PdVSA and the Government of Venezuela
•

On 28th January 2019 PdVSA was designated by the U.S. pursuant to Executive
Order 13850. On 5th August 2019 President Trump issued Executive Order
13884 which blocks the assets of the Government of Venezuela.

•

All property and interests in property of PdVSA and the Government of Venezuela
that are subject to U.S. jurisdiction are blocked and U.S. persons are now generally
prohibited from engaging in transactions with PdVSA or the Government of
Venezuela (including any political subdivision, agency or instrumentality thereof
and persons owned or controlled directly or indirectly, or and any person that has
acted or purported to act directly or indirectly for or on behalf of any of the
foregoing).

•

Pursuant to the terms of these Executive Orders, all property in the United States
of “any person” (i.e. potentially U.S. or not) can be blocked who is determined to
have:
“…materially assisted, sponsored, or provided financial, material, or technological
support for, or goods or services to or in support of… [PdVSA or the Government of
Venezuela]
An example of a company so designated is Rosneft Trading S.A.. Details of this
designation can be found in our Industry News Update.

•

Executive Order 13850 also provides for the blocking or property of persons (U.S.
or not) determined to be operating in the gold, financial, defence and security and
oil sectors of the Venezuelan economy. This Executive Order has already been
used to sanction non-U.S. persons that are alleged to operate in the oil sector of

WWW.NEPIA.COM

41

the Venezuelan economy. In 2020 vessels and vessel owners have been added to
the SDN list under E.O. 13850 for carrying oil from Iran to Venezuela.
•

A number of General Licenses were issued (and updated) in relation to both
Executive Orders, providing for wind-down periods and exceptions, which can be
accessed here. General Licence 30 was published to authorise all transactions and
activities involving the Government of Venezuela that are ordinarily incident to
operations or use of ports or airports in Venezuela, save where related to (a) the
exportation or re-exportation of diluents, directly or indirectly to Venezuela or (b)
where otherwise prohibited. This General Licence has been superseded and
replaced in its entirety by General Licence 30A due to the designation of Instituto
Nacional de los Espacios Acuaticos (INEA) to clarify that vessels can engage with
INEA in relation to operations “…ordinarily incident and necessary to operations
or use of ports in Venezuela…” and therefore would not be in breach of sanctions.
The Club Circular can be read here.

EU Sanctions
The EU has made designations to their sanctions list under EU Council Regulation
2017/2063 as amended against persons and entities for serious human rights
violations/abuses and actions, policies and activities that undermine democracy or the rule
of law in Venezuela.
UK Sanctions
The UK has made designations to their sanctions list under The Venezuela (Sanctions) (EU
Exit) Regulations 2019. These sanctions are to encourage the government of Venezuela to
respect democratic principles, to comply with international human rights law and to
respect human rights.
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Activity Related Sanctions
U.S. Sanctions
•

There are also further restrictions which impact upon U.S. persons and on 19
March 2018, Executive Order 13827 was issued prohibiting any U.S. persons
(including U.S. shipowners and U.S. banks) from engaging in any transactions
relating to the Venezuelan cryptocurrency the “Petro”. Pursuant to an earlier E.O.
13808 issued in August 2017 U.S. persons are prohibited from extending new debt
to the Government of Venezuela with a maturity date of more than 30 days, or to
PDVSA with a maturity date of more than 90 days. However, as set out above, as
of 28th January 2019, U.S. persons are now generally prohibited from any
engagement with PDVSA and the Government of Venezuela.

•

All trade with Venezuela in the petroleum sector now poses a risk of sanctions, as
set out above.

EU and UK Sanctions
•

The EU and UK sanctions against Venezuela are fairly limited. There is an
embargo on military goods and equipment that might be used for internal
repression and equipment, technology or software intended primarily for use in
telecommunications monitoring or interception.
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Version 1.9 – 12 May 2021
The purpose of this publication is to provide a source of information which is additional to that available to the maritime industry from regulatory, advisory, and consultative
organisations. Whilst care is taken to ensure the accuracy of any information made available no warranty of accuracy is given and users of that information are to be
responsible for satisfying themselves that the information is relevant and suitable for the purposes to which it is applied. In no circumstances whatsoever shall North be liable
to any person whatsoever for any loss or damage whensoever or howsoever arising out of or in connection with the supply (including negligent supply) or use of information.
Unless the contrary is indicated, all articles are written with reference to English Law. However it should be noted that the content of this publication does not constitute legal
advice and should not be construed as such. Members should contact North for specific advice on particular matters.
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