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IN PARTNERSHIP WITH

Cyber Security HudsonCyber
Kick Start

Preparing for Cyber Security £ S )
Compliance - FAQs

North P&l Club has partnered
with HudsonCyber to offer
Members free access to their
HACyberlogix assessment tool.

(Q Why ActNow?

A The International Maritime Organization
(IMO) has stated that cyber security on
vessels must be included in the safety
management system (SMS) from
January 2021. Itis important to plan the
changes well in advance of the 2021
deadline. The changes required may be
both time consuming, and complex.
This initiative will help North's
Members meet their regulatory
obligations and reduce cyber risk
across their operations.

Q Will it help achieve IMO 2021 compliance?

What is HACyberLogix? A Yes. The HACyberlLogix methodology integrates industry-leading cyber security
standards, frameworks, and standardised practices with key elements of the

HACyberlLogix is a secure, cloud-based International Maritime Organization’s (IMO) International Ship and Port Security

program designed specifically for the Code and the International Safety Management Code.

global shipping industry. It allows

shipping companies to: HACyberlLogix empowers decision-makers to rapidly and cost-effectively

implement and sustain a cyber risk management framework compliant with the
Assess their organisation's cyber IMO's Guidelines on Maritime Cyber Risk Management (MSC-FAL.1/Cir.3). It also
security capabilities. positions them to comply with Resolution MSC.428 (98), Maritime Cyber Risk
Identify cyber security vulnerabilities. Management Systems, which affirms incorporating cyber risk management efforts
into approved Safety Management Systems in accordance with the objectives and

Receive specific guidance for supporting oL amaE of e 51 Gods

the implementation, continuous
improvement, and long-term

ability of . .
e edand HACYBERLOGIX METHODOLOGY INTEGRATES:
shipboard operating environments.

By taking a maturity model approach, i

HACyberLogix will enable North's CIS
Members to assess and benchmark : g i CRITICAL :
their cyber security practices. J CONTROLS ¢
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Cyber Security
Kick Start (cont).

Q What is included?

A O FREE access to HACyberlLogix
(Level 1) for a 120-day period.

O Each Member organisation will
be granted access to the
HACyberlLogix application and
will be able to download a
summary report following
completion.

O Use of HACyberlogix will be
facilitated by a series of webinars
hosted by HudsonCyber. Each
session will be hosted between
08.00 - 10.00 hrs. EDT and
available to view or download if
Members can't participate live:

Sessions

Monday 24 February
Registration, Introductions
and Orientation

Monday 2 March
Cyber Risk Mgmt., Change Mgmt.,

Workforce Training, and Physical T”\/] E |_| MlTED OFFER - NEXT STEPS

Security
Monday 9 March This offer is time limited - you must register by

Incident Response, Situational to be e||g|b|e

Awareness, Commercial, and
Information Sharing

Monday 16 March How do | register?

Threat and Vulnerability Mgmt., Members interested in participating in this series can contact Dave Patterson/

ICT, Cyber Program Mgmt,, Gareth Ferguson at at North.
and Governance

Monday 23 March ) What if | want full system access after completing the workshop series?
Wash up and housekeeping
Members interested in gaining full access to the HACyberlLogix application can at
any time engage HudsonCyber directly at reduced rates. HudsonCyber experts
are available to provide advisory support for members seeking supplemental

assistance in updating their Safety Management Systems.

The webinar workshops will
facilitate a baseline maturity level
assessment of each participating
Member's organisational cyber
security capabilities.
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