ANNEX

IMO GUIDELINES ON CYBER RISK MANAGEMENT FOR SHIPS
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1.1.2 The distinction between information technology and operational technology systems should
be considered. Information technology systems may be thought of as focusing on the use of data as
information. Operational technology systems may be thought of as focusing on the use of data to
control or monitor physical processes. Furthermore, the protection of information and data exchange
within these systems should be considered.

the maritime
ration of systems
ate operation,
d unintentional
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1.2 Application

1.2.1 These Guidelines are primarily intended for all organizations in the shipping industry, and are
designed to encourage safety and security management practices in the cyber domain.



1.2.2 Recognizing that no two organizations in the shipping industry are the same, these
Guidelines are expressed in broad terms in order to have a widespread application. Ships with
limited cyber-related systems may find a simple application of these Guidelines to be sufficient;
however, ships with complex cyber-related systems will require a greater level of care and should
seek additional resources through reputable industry and Government partners.

1.2.3 These Guidelines are recommendatory.
2 ELEMENTS OF CYBER RISK MANAGEMENT

2.1 For the purpose of these guidelines, cyber risk management m
identifying, analyzing, assessing, and communicating cyber-related ri
transferring, or mitigating it to an acceptable level considering cos taken to
stakeholders.

2.2 The goal of maritime cyber risk management is to
operationally resilient to cyber risks.

2.3 Effective cyber risk management should start at t i ement level. Senior
management should embed a culture of cyber risk awarene evels of an organization and
ensure a holistic and flexible cyber risk management regime th continuous operation and
constantly evaluated through effective feedbbaek mechanisms.

2.4 One accepted approach to achieve
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A i responsibilities for cyber risk management and

5 Recover: Identify measures to back-up and restore cybersystems necessary for
shipping operations impacted by a cyberevent.

2.6 These functional elements encompass the activities and desired outcomes of effective cyber
risk management across critical systems affecting maritime operations and information exchange,
and constitute an ongoing process with effective feedback mechanisms.



2.7 Effective cyber risk management should ensure an appropriate level of awareness of cyber
risks at all levels of an organization. The level of awareness and preparedness should be
appropriate to roles and responsibilities in the cyber risk management system.

3 BEST PRACTICES FOR RAPIDLY EVOLVING TECHNOLOGIES AND THREATS
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3.1 The approach to cyber risk management described herein provides a fo
understanding and managing cyber risks, thus enabling a risk management
cyberthreats and vulnerabilities. For detailed guidance on cyber risk mana;
guidelines should also refer to Member Governments' and Flag Admini
as relevant international standards, industry standards and best practi

3.2 Additional guidance and standards may include, but is

o The Guidelines on Cyber Security on board
ICS,INTERCARGO and INTERTANKO.
) ISO/IEC 27001 standard on Informatio
Information security management syste . Published jointly by the

International Organization for Standardiza elnternational
Electrotechnical Commission (IEC).

3.3 Reference should be made to the most € i r standards utilized.





