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Phishing Emails—Awareness and Guidance

We have recently been made aware by a number of members and correspondents that they have seen an
increase in the number of Phishing emails portraying to be sent from North’s Loss Prevention department
and therefore we wanted to issue a reminder to our Members to be extra vigilant and cautious when
receiving emails.

The threat around phishing emails remains high. Even more so since COVID-19 resulted in employees
adapting to work remotely from their homes or through a hybrid approach, with time divided between
homes and offices. The current conflict situation involving Russia and Ukraine has further heightened the
cyber threat level of associated activities.

We would therefore like to take this opportunity to provide you with some helpful guidance on how to
identify Phishing emails and to stop you from becoming a victim.

Please follow the link to access the guidance: Phishing awareness: useful hints and tips to help stop you
from becoming a victim.

To ensure that ongoing correspondence from North is recognised as secure and genuine, please pass this
notification on to your IT departments and ask for the following domains to be added to your
organisation’s safe list:

@nepia.com

@northpandiclub.com

If you have any concerns about correspondence from the Club, please speak to your usual contact.
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